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1. Introduction

These conditions (“Conditions") explain how each
party may use, and must protect, the other party’s
Confidential Information (including Personal Data)

in connection with the provision by the Bank, and
receipt and use by the Customer, of accounts and other
products and services, whether or not account-related
(collectively, “Services"). “Bank’ has the meaning
specified in the terms and conditions which incorporate
or otherwise reference these Conditions.

2. Protection of Confidential Information

2.1 Definitions

“Confidential Information” means information (in
tangible or intangible form) relating to the disclosing
party and/or its affiliates (including any entity that
directly or indirectly controls, is controlled by or is
under common control with, a party), branches or
representative offices (collectively, “Affiliates") or
their respective Representatives or Owners, that

is received or accessed by the receiving party or

its Affiliates or their respective Representatives

in connection with providing, receiving or using
Services. “Confidential Information” includes
Personal Data, information relating to the Bank's
products and services and the terms and conditions
on which they are provided, technology (including
software, the form and format of reports and online
computer screens), pricing information, internal
policies, operational procedures, bank account
details, transactional information, and any other
information, in each case that: (i) is designated by
the disclosing party as confidential at the time of
disclosure; (ii) is protected by applicable bank secrecy
or other laws and regulations; or (iii) a reasonable
person would consider to be of a confidential and/
or proprietary nature given the nature of the
information and the circumstances of its disclosure.

M|

2 obphe (0|5t “oFmt) A&t U A Zteto| R M -
Ol 29} ARIQE 7|EF AHZ Q1 AMH|A(O[S} “AMH|A" =
2 EX)0f o3 2ol K2t nzio| 4 U o1t 4
THASI0] 2 ShARKLZ} Abrhetol 72 M 7H°|’“E s
TEHE 0|83l B3t o] T3t Mol AL =S 5
TABHLCE "2dln e 2 orptg mEBIALE Q83 =
obmtof 7|xjE Ho|ot =53k o|0j2 X|LLCt

J|UHEO| HS
2.1 "9
"7|I=|II-IE"'— A-IH'A X‘”—T'— AE1 l:l:l— A|.9_5|_|.
L0l FIAKILE O AEAF £ OS2
CHERPL =EstAL H2ot ®MS %AW /E=E
ASAGARE 2HZEH 2 = X[HiSHAL, SARRLS]
K|S AL, SARRIRE Z0] X[HIE = e
Z3h), XIFOILE FALRL OIS "HIBA'Z §F) E=
OS0| ChEAILE AQAIQ} BRE HE(QH wi
28)E QDjELICE I LHE"E JfOINE S0
ABTEAH| 20 BRE HE, 0 4B AH|AT}
HZEls ofF, (LZEYO|, H1Me] o4 9 EO
L 2210l HEE e T J|E, 71 MY
FE, W5 84, 23 A, AT MEAR,
HeWEE 2t (i) 371 A MSSAO] 23 7|22
KIEE|ALE (i) 2X| 2 B2FA| S22 7|E &

-9
553

-+
S22
Q.
o =
=1oAe
o=
= o)

=3

Aol mBE Wil (i) B2l el Alztolate
Mol 47 U Mu Bfo| BHS Def 1 7)Y

/S HEXQ! 40| ULk 2H5Y J|Et HEE
=BBLICE,



Confidentiality and Data Privacy Conditions RSN

ro
2

e

“Owner" means any natural person or entity (or its
branch) that: (i) owns, directly or indirectly, stock of,
or profits, interests or capital or beneficial interests
in, a party; or (ii) otherwise owns or exercises control
over a party directly or indirectly through ownership,
controlling interest or any other arrangement or
means, including: (@) a person who ultimately has a
controlling interest in, or who otherwise exercises
control over, a party; or (b) the senior managing
official(s) of a party.

“Representatives” means a party’s officers,
directors, employees, contractors, agents,
representatives, professional advisers and Third-
Party Service Providers.

2.2 Protection

The receiving party will keep the disclosing party's
Confidential Information confidential on the terms
hereof and exercise at least the same degree of care
with respect to the disclosing party’'s Confidential
Information that the receiving party exercises to
protect its own Confidential Information of a similar
nature, and in any event, no less than reasonable
care. The receiving party will only use and disclose
the disclosing party's Confidential Information to the
extent permitted in these Conditions.

2.3 Exceptions to Confidentiality

Notwithstanding anything in these Conditions

to the contrary but subject to Data Protection

Law, the restrictions on the use and disclosure of
Confidential Information in these Conditions do not
apply to information that: (i) is in or enters the public
domain other than as a result of the wrongful act

or omission of the receiving party or its Affiliates

or their respective Representatives in breach of
these Conditions; (ii) is lawfully obtained by the
receiving party from a third party, or is already
known by the receiving party, in each case without
notice of any obligation to maintain it as confidential;
(iii) is independently developed by the receiving
party without reference to the disclosing party’s
Confidential Information; (iv) an authorized officer
of the disclosing party has agreed in writing that the
receiving party may disclose on a non-confidential
basis; or (v) has been anonymized and/or aggregated
with other information such that neither the
Confidential Information of the disclosing party nor
the identity of any Data Subject is disclosed.
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3. Authorized Disclosure
3.1 Definitions

“Bank Recipients” means the Bank, Bank Affiliates
and their respective Representatives.

“Payment Facilitator” means a third party that
forms part of a payment system infrastructure or
which otherwise facilitates payments, including
without limitation: communications, clearing and
other payment systems or similar service providers;
intermediary, agent and correspondent banks; digital
or ewallets; or similar entities.

“Permitted Purposes' means in relation to a party's
(or its Affiliates’ or their respective Representatives’)
use of the other party’s (or its Affiliates’ or their
respective Representatives’) Confidential Information:

(A) To provide, or to receive and use, the Services
in accordance with their respective terms and
conditions and to undertake related activities, such
as, by way of non-exhaustive example:

(1) To fulfill applicable domestic and foreign legal,
regulatory and compliance requirements (including
know your customer (KYC) and anti-money
laundering (AML) obligations applicable to a party
and/or its Affiliates) and to otherwise make the
disclosures specified in Condition 3.3 (Legal and
regulatory disclosure);

(2) To verify the identity or authority of a party's
Representatives who interact with the other party;

(3) For risk assessment, information security
management, statistical, trend analysis and planning
purposes;

(4) To monitor and record calls and electronic
communications with the other party for quality,
training, investigation and fraud and other crime
prevention purposes;

(5) For fraud and other crime detection, prevention,
investigation and prosecution;

6) To enforce and defend a party's or its Affiliates’
rights; and

(7) To manage a party’s relationship with the
other party (which may include the Bank providing
information to the Customer and its Affiliates
about the Bank's and Bank Affiliates' products and
services);
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(B) To make disclosures to third parties to whose
accounts the Customer instructs the Bank or Bank
Affiliates to make or receive a payment from an
account, or to enable such third parties to perform
payment reconciliations;

(C) To make disclosures to Payment Facilitators and
to the Bank's and Bank Affiliates’ Third-Party Service
Providers in connection with the provision of the
Services;

(D) To make disclosures to, and to obtain information
from, credit information bureaus, credit rating
agencies, central banks or other bodies in connection
with risk-based analysis and decisions by the Bank

or where such disclosures are otherwise required by
applicable law or regulation;

(E) To make disclosures to the disclosing party’s
Affiliates and third-party designees;

(F) In connection with the provision of products
and services (including supporting the opening of
accounts) by the Bank and Bank Affiliates to the
Customer's Affiliates; and

(G) For any additional purposes expressly authorized
by the other party.

“Third Party Service Provider” means a third party
selected by the receiving party or its Affiliate to
provide services to or for the benefit of the receiving
party, and who is not a Payment Facilitator (e.g.,
technology service providers, business process
service providers, call center service providers,
outsourcing service providers, consultants and other
external advisors).

3.2 Permitted Disclosures

The disclosing party agrees (and where required

by applicable bank secrecy or other laws is hereby
deemed to provide a waiver and/or release to ensure)
that the receiving party may use and disclose the
disclosing party's Confidential Information to the
receiving party's Affiliates and to its and their
respective Representatives, Payment Facilitators and
any other third party recipients specified in these
Conditions, who require access to such Confidential
Information to the extent reasonably necessary to
fulfil the relevant Permitted Purposes. The receiving
party shall ensure that any of its Affiliates and
Representatives to whom the disclosing party's
Confidential Information is disclosed pursuant

to this Condition 3.2 shall be bound to keep such
Confidential Information confidential and to use it for
only the relevant Permitted Purposes.

o e %30 I Atoll siE Alxtet F|
TS A O A3

3If°| 7EI:L CHAF & 2dst

(B) Z40]
3R} AlE 2t
Ao A S24, == O F

(C) Mu|2of MEap 2 XS ZA AfH|A
HEA W 20t 2 AGARS] M3AF AH| A
HSAof S7H

(D) A8, Alg
2|23 Jlu 24 9 Eﬂgﬂr
e SR HE 22 FH| o8 277t aTels
J|zol 2L 1S 2 RE He Bs

(E) MISSARLS| AIBAL & M3A} XX A S 74

(F) 230 28 A GAL| Dol HUAO] Ch2t 4
9 AfBl20] B 22 S5 (IE HE XY =)

[

(G) ACHE == O AHLYAZL AN
=

o=z Solgh 7|Et

“HI3XF MH|A HEXE - IAROIA MEIAS

MBS 2lel e +BSAKLE ol =B AL

O ASAOf ofol MEE, XIS 2M AMEIA ®SA

o[ele] M3XHCIE =B, 7I&MB[L MSA}, HI=LA

“i)\ﬂ“\ MHE[A MSA, SHE AL HMSAL
FHME[RE ME[A MSA, SEHA X 7IE 2|7

_T'_% £ oo|ELch

3.2 o-|-9-5I a7 H

NS GARE SBEARZE MSEAAS] 7|28
0[&st, 1 S AR A EAL %*AW
= AZAS| tHERL XZZ2H AMB|A HSAH S
Jdejot 7|28 et 2 S 275t 2 40
YAIE 3R =FelofA S0 4= A2L, Jefst
BR0E HEE FHE dste O g2lHe=z
2% ot LiofAMTh S747t 0195“4" ALYl
SOl ®iX| 2 HIZFA| =2 7[E}
HE0 23l 27&= 37 % of 2o [Efﬂf JEWF
5182 2| ?l6l 27| H/EE ofX| MF
HSsts A2z ZhEEU. —?—'?S‘%*AFXP'.: 0| QFE._F
M3.2z=0f el MSSARS] 7|2 E7F O A EAt
X HEXAH S/HE= B2, =Y YAKIS] A EAt
2O HEALSE 7|2YEE 7|22 /A5
& FHUS fI5hM 0|&3t=F 5t0{ofF SfL Tt

=
(%4
o
o
(%]
c
S
o

>
c
—+
=2
o
=b
N
@D
o




Confidentiality and Data Privacy Conditions 7|Z-8X|

ro
2

e

4.

3.3 Legal and Requlatory Disclosures

The disclosing party agrees (and where required

by applicable bank secrecy or other laws is hereby
deemed to provide a waiver and/or release to
ensure) that the receiving party (and, where the
Bank is the receiving party, Bank Recipients and
Payment Facilitators) may disclose the disclosing
party's Confidential Information pursuant to: (i) legal
process; (ii) any other domestic or foreign legal and/
or reqgulatory permission, obligation or request; (iii)
agreement entered into by any of them and any
domestic or foreign governmental authority; or (iv)
between or among any two or more domestic or
foreign governmental authorities, including disclosure
to courts, tribunals, and/or legal, regulatory, tax and
other governmental authorities.

Retention Period

Each of the Customer and Bank Recipients may

retain, use, and as applicable Process, the other

party's Confidential Information for the period of

time reasonably necessary for the relevant Permitted
Purposes. On termination of the provision of the
Services (including closure of accounts), each of the
Customer and Bank Recipients shall be entitled to
retain, use, and as applicable Process, the other party’'s
Confidential Information for legal, regulatory, audit

and internal compliance purposes and in accordance
with their internal records management policies, to the
extent that this is permissible under applicable laws and
regulations, and otherwise in accordance with these
Conditions, but shall otherwise securely destroy or
delete such Confidential Information.

Information Security

The Bank will, and will use reasonable endeavors to
ensure that Bank Affiliates and Third Party Service
Providers will, implement reasonable and appropriate
physical, technical and organizational security
measures to protect Customer Confidential Information
that is within its or their custody or control against
unauthorized or unlawful use (or in the case of Personal
Data, unlawful Processing) and accidental destruction
or loss.
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6. Personal Data 6. ZlieldH

6.1 Definitions 6.1 9|

“Data Protection Law' means any and all applicable
data protection and privacy laws and regulations
relating to the Processing of Personal Data, including
any amendments or supplements to or replacements
thereof.

“Data Subject"” means a natural person who is
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identified, or who can be identified, directly or dHE, 2201 AHaC 50| AlH
indirectly, in particular by reference to an identifier =2, deots, SA, AN, dNE, 224H

such as a name, an identification number, location
data, an online identifier or to one or more factors
specific to his or her physical, physiological, genetic,
mental, economic, cultural or social identity, or, if
different, the meaning given to this term or nearest
equivalent term under Data Protection Law.

“Personal Data" means any information that can be
used, directly or indirectly, alone or in combination
with other information, to identify a Data Subject, or
if different, the meaning given to this term or nearest
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equivalent term under Data Protection Law. =

“Processing” means any operation or set of “KEl = XS Al 8o ot ARIX|E E25t,

operations which is performed on Personal Data =38 718, ZAlgt Ax3l ME 2 tt= HA,

or on sets of Personal Data, whether or not by A AR 0|8, ME5.0|M. 28 =2 J|EF 0|28
CL 745}

automated means, such as collection, recording,
organization, structuring, storage, adaptation or
alteration, retrieval, consultation, use, disclosure by
transmission, transfer, dissemination or otherwise
making available, alignment or combination,
restriction, erasure or destruction, or, if different,
the meaning given to this term or nearest equivalent
term under Data Protection Law.

“Security Incident” means an incident whereby
the confidentiality of disclosing party Personal Data
within the receiving party's custody or control has
been materially compromised in violation of these
Conditions so as to pose a reasonable likelihood of
harm to the Data Subjects involved.

6.2 Compliance with Data Protection Law

In connection with the provision or receipt and use
of the Services: (i) each party will comply with Data
Protection Law; and (ii) the Customer confirms that
any Personal Data that it provides to Bank Recipients
has been Processed fairly and lawfully, is accurate
and is relevant for the purposes for which it is being
provided.
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6.3 Cross-border Personal Data Transfers 6.3 717k 7HQI™HE O|H

The Customer acknowledges, and where required

by applicable law or regulation agrees, that in

the connection with providing the Services and
otherwise making disclosures pursuant to Condition 3
(Authorized Disclosures), Personal Data of Customer
Data Subjects (e.g., the Customer’s or its Affiliates’
respective Representatives and Owners) may be
disclosed and/or transferred to recipients located in
countries other than the country in which the Bank
entity or its branch which provides the Services is
established or the Customer is located. However,
the Bank: (i) requires its Affiliates and Third-Party
Service Providers to protect Personal Data pursuant
to Condition 5 (Information Security); and (ii) carries
out cross-border transfers of Personal Data in
accordance with Data Protection Law.

6.4 Legal Basis for Processing Personal Data

To the extent that the Bank Processes Personal

Data of Customer Data Subjects, the Customer
warrants that it has, if and to the extent required

by Data Protection Law, provided notice to and
obtained valid consent from such Data Subjects in
relation to the Bank's Processing of their Personal
Data as described in these Conditions, and in any
applicable Bank Privacy Statement or other privacy
disclosure(s) accessible at https://www.citibank.com/
tts/sa/tts-privacy-statements/index.html (or such
other URL or statement as the Bank may notify to the
Customer from time to time). If the Customer is itself
a Data Subject, the Customer warrants that if and

to the extent required by Data Protection Law: (a) it
has received the privacy disclosure(s) referenced in
the preceding sentence; and (b) it consents to such
Processing.

S MHIAKB BRSO 12 YEFH (OIS
S0l 1% EE 1 AMe| HER U AR
N LIt MEIA RIZ 28 #ol =2 1 XIFo
MRUX|F EE 020| ATYXIZ0| OF =70
ATHS SAROIA B J2l1/EE ofFHE
2122 QIX|st, HX| YBOILf FHO| BT
F2 olo] SOBILIC B, 23S () 230 AYA
9 RI3RE AHIA HBX} O] OF2 H5Z (Y
2ohof ufe HAYEE HIHEE 276t (i)
I HAYEE oSt B2 HOHHETHS

=g

6.4 7HEE X2|ofl Chet A 2

20| 0z HEFX O JOdEE Xelsts 2R,
oI B HENA 27 &= Ho]| $+5t0,
IZ4e 2 okntit https://www.citibank.com/tts/
sa/tts-privacy-statements/index.html ((5= 23HO|
FA|2 DH0|AH K|St 7|EF URL)OIN =olg

= e oE 2 el RS 7o|Lt 7|Et
JHeIE e J7H 7o HE 28Ol JHeIEE N2 <t
ZHASHY 20| s FEFH oA SXIStReH 1
YEFHNZEH XMa|of cis EtEst 5218 YUct=
AE ESTYLICE 00| EFHQ 42, nH2
NI EE S HEOM 27&= B0 3t (a)
A7| AZE JHIEE 3V S O 2H (b)
Jefst B XNe|o| solztg 256oF gfLCt

6.5 Security Incidents 6.5 HOFALD
(A) If the Bank becomes aware of a Security Incident, (A) 20| HOIALIE QIX|SH= Z2, ERtAn Q|
the Bank will investigate and remediate the effects of gdsrg 20| Y2 8l =X a2 MY
the Security Incident in accordance with its internal S A 20| el ZAFSED JjMSHO{OF BTt
policies and procedures and the requirements EY5 MEY = gl Meko| gl ot
of applicable laws and regulations. The Bank will 2WO| ZAE WSHK| R=CtH, 2H2 EQANE
notify the Customer of a Security Incident as soon OIX|st Z=of TE|HQl £=F0|M 7Tt 8t AMESHA
as reasonably practicable after the Bank becomes 0= HOLDE 20| A EX|SFO{OF BhL|Ct

aware of it, unless the Bank is subject to a legal or
regulatory constraint, or if it would compromise the
Bank's investigation.
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(B) Each party is responsible for making any (B) HEHT 2 HEQ U2t 27 5= EOtALT9f

notifications to regulators and Data Subjects S X =0t HE F=H(0f Ciet X 2R = =
concerning a Security Incident that it is required to ZF SARRHO A UFLICE ZF GARKH=E 22| & el g
make under Data Protection Law. Each party will HER X2 ME NS5H0, ZF YARREE 74 2
provide reasonable information and assistance to the St FE FAOf CHot o|FE ol &= UALF =
other party to the extent necessary to help the other = QfOF RfLICE g«

party to meet its obligations to regulators and Data

Subjects.

(C) Neither party will issue press or media statements (C) EAIAH= AtCHeto] AFE ME &{2H9io =2 0|L}
or comments in connection with any Security Incident OfA[Of 2E EOrALL QL S CHE TFAMALS
that name the other party unless it has obtained the d8e HESts 43S gHIAL Tl £

=8s & = QgL

other party's prior written permission.
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